Quick Start Guide

Accessing SE-ICAM

@ Navigate to SE-ICAM: © Department of State - Sign In - https://state.okta.com

Username, Password, & Okta MFA PIV Card

@ Enter your Username and Password
and click "Sign In"

Select "Sign in with CAC/PIV Card"

Username A
Sign in with CAC / PIV card
Password Select the second certificate containing
erNEb i Anbiicabk your name
| OR ] "
Select a certificate
Select a certificate to authenticate yourself to state.mtls.okta.com:443
— B Subject Issuer Serial L
|—‘ Remember me Configuration SCATE41F
U.S. Government 5TADC4BF
“ R —
Communications Server 612BE88802D6D0360... =
Note: Department of State Users with an @state.gov Eectiimtelintormation El -
username should use their OpenNet Username and
Password to login. External users should enter their Enter your PIN
SE-ICAM username and password.
Windows Security x
Non-DOS Users: Forgot your password? Smart Card
DOS Users: SE-ICAM Diplopedia Please enter your PIN.
DOS Users: Forgot your OpenNet password? ‘ PIN ‘
Click here for more information
Forgot your password? You can reset via self-service
by clicking links that appear after selecting "Need help oK

signing in?" on the SE-ICAM homepage. If you need
additional help, contact the DOS IT Service Center.

9 Okta Verify MFA or Email MFA Options

Click "Send Push" and approve in the Click "Send me the code" and enter the
Okta Verify Mobile App 6-digit code sent to your DOS email

0 [ S
\

Send a verification code to k...3@state.gov.

‘l‘ :I
< s Send me the code

. m \i‘\. ‘ l//
Okta Verify (iPhone) ; Verify with Email Authentication Verify with Email Authentication

A verification code was sent to K...3@state.gov
Check your email and enter the code below.

Verification code

Verify

_ *For a better user experience, please follow instructions on Page 2 to enroll in Okta Verify MFA.
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Quick Start Guide

Okta Verify MFA Enroliment

Sign-On to SE-ICAM by following the instructions

on the previous page:

Click the drop down with your name on the
top right of the page, then “Settings”

Settings

Sign out

Under “Extra Verification”, click “Set up”
next to Okta Verify

®

v Extra Verification

Extra verification Increases your account security when signing In to
Okta and other applications you use

Okta Verify Setup

Email Authentication Remove

Select “Edit Profile”

/ Edit Profile

Note: If you do not see Edit Profile button, skip to step 5.

@

Enter your OpenNet password
and select “Verify”

®

Please verify your password

Password

Verify

Click “Setup”

Set up multifactor authentication

Your company requires multifactor authentication
to add an additional layer of security when signing
in to your Okta account

e Okta Verify

Use a push notification sent to the
mobile app.

Setup

Click "Send me the code" and enter the 6-
digit code sent to your DOS email

(o)

Verify with Email Authentication

Verify with Email Authentication

A verification code was sent to k...3@state.gov
Check your email and enter the code below.

Send me the code Verification code

Send a verification code to k...3@state.gov.

Verify

@ Select your device preference & click “Next”

Setup Okta Verify

Select your device type

(®) iPhone

Android

o Download Okta Verify from the App Store
onto your mobile device.

Scan the unique barcode in your web browser

Setup Okta Verify

Scan barcode

Launch Okta Verify
application on your mobile
device and select Add an
account.

Can't scan?
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