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e Firma is approved for Unclassified and Sensitive But Unclassified (SBU) information. Users
are STRICTLY PROHIBITED from uploading SBU/NOFORN or Classified information.

ATLAS FirmA

ATLAS Firma is an enterprise cloud-hosted digital signature tool developed by the ADG. The
application provides an interface for creating a workflow around the signatures for a form, and
then routes the form to the assigned parties for digital signatures with the result being a
completed form available for download.

e ATLAS Firma will only accept pdf file formats.

e For all other file formats, users must first save the file as a pdf to successfully upload the form
in ATLAS Firma.

Accessing ATLAS Firma

ATLAS Firma is available online at firma.state.gov and accessible via Okta Verify.

Users can sign in from any web browser by logging in via Okta Verify. (If you have SAFE, you
have an Okta Verify account.) Don't have an Okta account? Reach out to post’s IMO section or
submit a request to adg-support@state.gov.

Go to firma.state.gov and enter your Okta Verify username and password. Then, you will be
asked to enter a code. Open the Okta Verify app on your smartphone, find the six-digit number
for login.state.gov and enter it into the website. Be quick—the number changes every 30
seconds.
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Okta Verify

Enter Code

Once signed in, your browser will take you to ATLAS Firma automatically.

WEeLcome 1o ATLAS Firva!

EpiTing YOur ATLAS FiIRmA PROFILE ‘

Select ‘My Profile.’

q t I q s & My Forms Add Form My Profile
‘;LM@

T

My Profile

. - : - >
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The user’s Last Name, First Name, and Initials will auto populate. However, the user Middle
Name, Title, Post, various signature styles, and Favorites can all be edited in the ‘My Profile’
section.

To edit the Middle Name or Title, simply type the information into the editable space next to the
appropriate section.

Use the dropdown box to edit the Post.
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Title

I:} Post ‘ { N I

Hide My Forms Previews

Default Signature Bureau of Western Hemisphere Affgi
Buenos Aires {Argemtino]
Signature Preview Nassau (Bahamas, The)
La Paz (Bolivia)

Brasilia (Brazil)

Search:

CREATING AND EDITING A SIGNATURE

Users can select from five styles of signature, ranging from plain text to initials only.

e The Default Appearance, Plain Text, and Initials are preconfigured for each user. If a
signature image or handwritten signature is preferred, users can add and edit these signatures
in the ‘My Profile’ section.

ADDING A PERSONALIZED SIGNATURE

There are two methods for personalizing signatures. Users can either upload an image or
create a digital handwritten version.

UrLoADED IMAGE
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To upload an image, select Uploaded Image from the ‘Default Signature’ dropdown.

Title
Post b
Hide My Forms Previews »
Default Signature I Uploaded Image

Signature Preview

Def

t Appearence

| Uploaded Image

Email Address “

The ‘Signature Preview’ status now displays ‘No Signature Image Uploaded.’

Select the Pencil icon to upload a new signature image. Select the image from the File
Explorer and click Open.

v oA »[Documents > ATLAS Firma v O Q. Search ATLAS Firma
New folder o- @
prive
hiop
nloads Firma_TestSignat
ure
ments
res
c
Jos
Expenses
File name: | Firma_TestSignature ~| AllFiles

Cancel

iddle Name Hide My Forms Previews

Initials sc Default Signature Uploaded Image

Upload new signature
7

Signature Preview No Signature Image U
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The uploaded image will appear in the photo editor. Zoom, crop, and edit until the signature is
ready for import. Then, select ‘OK.’

® Be sure to adjust the signature image to fit inside the editor’s white box! Then, press ‘OK.’ I

Update Picture

e For a quick video of the signature editing process, click here.

The uploaded image can now be seen in the ‘Signature Preview’ and is ready for use.

If the signature is not correct or doesn’t look quite right, users can also remove the signature
and start over with a new image by selecting the Remove signature icon.
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Default Signature Uploaded Image

Remove sigﬁcm'ture

n

Signature Preview : :
\Uuwep )

If a user changes the signature but prefers the previous version, users may select the ‘Cancel
Change’ icon which allows the user to revert back to the previous version.

Cancel change

ol]

HANDWRITTEN SIGNATURE

To manually create a signature, select Handwritten Signature from the ‘Default Signature’

dropdown.

Default Signature Handwritten Signature

Signature Preview

Default Appearence

Handwritten Signature

From here, the digital signature pad will appear to create a handwritten signature. Once the
signature is created, select ‘OK’ to save the signature.
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Please sign

® Users can CLEAR the signature as many times as needed to create the desired look. I

After selecting ‘OK,’ the handwritten signature is viewable in the ‘Signature Preview.” If the
signature needs to be recreated, select ‘Capture Again’ to return to the digital signature pad.

Capture Again
Signature Preview —

Ut L2

SAvING THE UPDATED PROFILE AND SIGNATURE ‘

Once the profile is complete and a signature is selected, remember to SAVE CHANGES!



DG

< Application Development Group

{ CANCEL & SAVE CHANGES

WS A
Last Name Tite SAVE CHANGES
First Name Post

Middle Name Hide My Forms »
Previews
Initials
Default Signature Handwritten Signature

Signature Preview

e

ApDING FREQUENTLY Usep CoNTAcTs To FAVORITES

Select ‘My Profile.’

The ‘Contact Favorites’ section can be found at the bottom of the Profile page. To add
favorites to the contact list, click ‘Add New.’

Contact Favorites

- S h:
() Excel ®csv (8] Copy = Columns eare

Display Name 7. Email Address

Doe, Jane jane.doeg@] [

+ Add New
Show 10 & entries Showingltoloflentries )

A pop-up window will appear with the option to search the Okta database for other users. Type
the name of a contact in the ‘Search Criteria’ bar and click ‘Refine Search.’ A list of Okta
users will populate. Find the correct contact and click ‘Select.’

(Y

10
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o Double-check the email address! Some Okta users have the same name. Be sure to select
the Okta user with the correct email address.

Search OKTA Users

Search Criteria doe Refine Search

Name T Email Organization Manager Select

Doe, Jane jane.doe@gmail.com J -l

The user is now visible under the list of Contact Favorites.

Show 10 2 entries Search:

e There is no limit to the number of Contact Favorites a user can have. I

DELETING OR EDITING A CONTACT

Deleting and editing a Favorite Contact is simple. To remove a Favorite, click the Delete icon (

). To edit the display name and/or email of a Favorite Contact, click the Edit icon ( &).

My Forwms - AbpING A DOCUMENT

The ‘My Forms’ dashboard appears upon logging into ATLAS Firma. Here users can see every
form associated with their profile.

® ATLAS Firma will only accept pdf file formats.

e For all other file formats, users must first save the file as a pdf to successfully upload the form
in ATLAS Firma.

ADDING A FORM

From the ‘My Forms’ page, select ‘Add Form.’

11
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G t I q S I‘_k My Forms My Profile
irvma

Click the ‘Drop form to sign here’ icon to upload a new form. Select the file from the File
Explorer and click Open.

=
Organize ~ New folder =- 0 0
ADG HR Name Status Date modified
. § " X § My Profile LY —
> ADG_DocSpe £ Firma_DocForSignature1 © 1/3/2023 10:18 Al
ADG_Travel ‘affima DocForSignature? © 1/3/2023 10:21 AM
> ATLAS Firma | Firma_DocForSignature3 ©) 1/3/2023 10:25 AM < CANd

Camtasia %) Firma_DocForSignature4 @ 1/4/2023 2:56 PM ‘

Custom Offic Firma_TestSignature @ 12/19/2022 3:48 P

> @M Desktop

ile name: Firma_DocForSignature1 | All Files

Click here!

Open

B>
>
Select the form,
then click 'Open’

After uploading a file, hover mouse over doc is AUTOMATICALLY in signing mode. Hover and
with just one click users can place the signature block anywhere on the form.

EpITING A SIGNATURE ASSIGNMENT ‘

e After uploading a file, the form is AUTOMATICALLY in signing mode. Simply hover over the
form and with just one click the user can place the signature block in any location on the form.

12



SADG

< Application Development Group

On the ‘Create Form’ page, users can place Add Signature blocks to any location on the newly
imported form. Users can add additional steps and also assign the signature workflow to any
Okta user.

e Users can edit the Step title in the ‘Edit Workflow Step’ as well. For example, First Signature
could be retitled as Management Officer Signature.

Once the Step title and Assigned to portions are completed, select ‘Close.’

The right panel shows the signature steps in the workflow. Users can add as many steps
(signature assignments) in the workflow as needed to complete the form.

e |f multiple signatures are required to complete the form, users can simply move the cursor
over the form and the orange ‘Add Signature’ icon will appear to add another signature to the
current step.

OVERTIME REQUEST - FOR SPEQIAL g

Steps
° First signature
Users can add ;\ page #
. multiple +  AddNewstep
signatures to
ANY
location

Steps in signature workflow

ADDING MULTIPLE SIGNATURES TO THE SAME STEP

Multiple Okta users can be assigned to the same signature step in the workflow. To do this,
simply place the cursor over the desired form location, click, and assign additional Okta users.

13



< Application Development Group

Signature Workflow Steps

U.S. Department of State First signature
TELEWORK AGREEMENT i L
FORM
e used by employees of the U.S. Department of State in establishing the g :
jelework. The supervisor and the employee should each keep a copy of the " it for referer in addition, a copy Sacond signature
e bureau telework coordinator. Note: U.S Direct Hire (USDH) employees who are assigned o d tic positions must Step not yet assigned &
botication instead, using the Depaniment's eTelework application system available via HR Applicationfilin the Bureau of

ETM Portal to apply for telework and oblain approval from the supervisor and final bureau approves employing
pcialists/Telework Coordinators are available o assist and provide guidance on telework eligibility in 3FAM
3 FAM 2360 (Telework) and 3 FAM 2380 (Remole Work).

-+ Add New Step

i)

Phone Number

CReATING A New Step

To create another step in the workflow, for example if the supervisor must only sign after the

employee has completed the first signature step, simply click on the Plus icon (| ) next to ‘Add
New Step’ and select the Okta user assigned to the next step of the signature workflow.

Signature Workflow Steps

o First signature
Second signature
Step not yet assigned @&

New Step

e Users can add as many steps and Okta user signatures as necessary to any signature workflow.

EpITING A SIGNATURE ASSIGNMENT

If a signature needs to be reassigned or retitled, select the red ‘trash‘ icon ( W ) next to the Okta
user's name. The ‘Edit Workflow Step’ appears where users can edit the step title or the
assigned Okta user.

14
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Edit Workflow Step

Step

First signature

Assigned to: (3 Page 1 + i
Name Email
OVERTIM Doe, Jane jane doe@gmail.com B Remove

‘Special Event:

orization to work overth

m/Office:

1 the pre-approval table . soge

= 2 Doe, Jane

N

e

=

Y

-

a7

Esumated

: 5%
1

|
b
i

[WF‘UIITMT: ]memn] TmeTa Ownme Femens

I I I |

‘g -

i ]
!
:

Search OKTA Users

Search Criteria Enter Okta Username Here .

type your search criteria and press enter

Cancel

15
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Search OKTA Users

searchcriteria  doe

Show 10 & entries Search:

Name Email Organization Manager
>, Jane jane.doe@gmail.com
k_therayl@gmailcom

Doe, Jane need-23@stategov

seloct
Doe, Jane dogjo@state.gov > Select

Select the correct Okta user for the signature workflow step and then click ‘Close.” Follow the
same process as above to add, edit, or delete users to the same signature workflow.

e, Jane k_theray@gmail.com

e The number of employees assigned to a step will be listed on the Signature Line and under
each step of the signature workflow.

EpiTING A SIGNATURE PROPERTY

There are two ways to edit the Signature Type, Signature Label, Step, or Page:

1. Select the title next to the ATLAS Firma icon (7= ).

AL VISIT OR EVENT )
Wl Officer| Steps

[ome ] 1 First signature

Assigned to 2
employees

[ Time trom | Time to | Hours

Sjgnature on page #1

Esumated Hours

+ Add New Step

ol Officer's signature

nd obtain requested signatures.

2. Select the Edit icon ( r_’l") in the top right corner of the signature block.

16
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First signa

Sigrature of employes Control Officer Signature of MGT Counselor or Agengy Heod
Artached Fiscal Data

Edit the Signature Type, Signature Label, Step, or Page in the pop-up window and select
‘Close.’

e Once the form is ready, users can Save As Draft or Start Signature Workflow to begin the
signature process.

ATLAS FirmA DASHBOARD

The dashboard provides an at-a-glance view of your Forms. It provides multiple viewing
options, depending on the needs of the user.

AvL CURRENT (UNARCHIVED) Forms ViEW

The default view, set to ‘All Current,” allows users to see every form s/he authored or is
required to sign.

e Users can return to the All Current view at any time.

17
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My Forms @ thumbs B icons

@ 0 of 3 Signatures Applied -

Firma_DocForSignaturel.pdf
Jane Doe 252028 | o
Firma Sm

AcTioN ITEMS

Forms that require action are listed in the top banner. Additionally, the ‘Sign’ button appears on
the lower right corner of the form for users to click and apply a signature to the form.

My Forms L: All Current Draft, Awaiting Signature, .. @ Thumbs ?f lcons

1form awaiting your signature

® Form Rejected H @~ Awditing Your Signature :

Firma DocForSianaturel.ndf ADG Mou v2.ndf

FiLTeRs

FILTER BY TYPE:

To view only one type of form, users can filter forms displayed in the dashboard by selecting
Archived, Completed, Draft, Rejected, or Awaiting Signature.

18
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My Forms (& Allcurrent  Draft, Awaiting Signat

Archived

1 form awaiting your signature

dompleted

®© Form Rejected gt Signature
w"mmc-;:\‘llliIllt‘H'HHJlll":-'l H::TEI:T.I'.‘_N,""IHM 5 JeCted

ADG MEMORANDUM OF UINDERSTANE

=

Ui eatablishey the roley s rruporsibie of U8 Tmi
i 1 t t— 4 o pomiian wall weork 1508 o tive e o sepert oo 19
—i | — | Tware fheselnprent fon s egrne e

Select A" A ieafter a1 me AL wt B Rt iy

Pt el | iliet AME L el e Burtie OF Wlev i
i i Jpnsry 21, BOER. The DS sxpsiend 1
i f riginal b 0 @ffies

Clear Filter
1 vtamda rgn {01 regnatipo s Bresioped (e ipphn
pEan wh biationi Bl ew By
rewrnia poAlh 0 & mcun, walable miay
wepiary techmcal taiem withm overssss powrs.

I I el ey Pty il ARRAICAAIONS N1 FEGUIG SaNice
1 T o e R e Setenial 00 DGO 10 SN divd sy,
DOMIENG.
o vrime H i
A coran T of the

FILTER BY DATE:

Users can also filter by date. Simply type in or select the “From Date” and “To Date” to filter the
forms by date range.

My Forms L_:m All Current Draft, Awaiting Signature, .. |, E’ Thumbs ‘?ﬁf Ilcons

1form awaiting your signature Su Mo Tu We Th Fr Sa .
SRR
® Form Rejected H &= Awaiting Your Signature H 5 6 7 & g 10 1

&DG ADG MEMORANDUM OF UINDERSTANDING

et - 6 7 8 9 10 1
e eyt ot Bed s Clear
S,
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THUMBS Vs IcoNs

Users can customize the profile dashboard to preview forms as either thumbnails or icons. If a
user works in a public location or requires privacy to view the forms, the user might prefer the
Icon view, which displays limited information. If a user requires a full preview, select the Thumb
view.

THumBS

To customize the profile dashboard to display thumbnails, select ‘Thumbs’ from the My Forms
menu. All forms should now be visible as a document preview.

My Forms \® Al current i awaiting Signature, > B thumbs ¥ lcons
b
1form awaiting your signature @ T h u bS
© Form Rejected i &= Awaiting Your Signature H ® Dre srm Completed
Firma DocFerSianaturel.ndf ADG Mou v2.ndf Firma DocFarSianaturel.ndf Firma DocForSianaturelndf

To customize the profile dashboard to display limited form information, select ‘Ilcons’ from the
My Forms menu. Only the ATLAS Firma icon, workflow step, and form title are visible.

My Forms \® Al current i awaiting Signature, > B thumbs ¥ lcons

b

1form awaiting your signature

= sign

X Download

Firma DocForSianaturel.ndf ADG Mou v2.ndf Firma DocForSianaturel.ndf Firma DocForSianaturelndf

| e Users can switch between the Thumb and Icon views at any time. |

20
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How Forms ARe ORDERED - SIGNATURE WWORKFLOW STATUS

ATLAS Firma forms are ordered according to priority, which is determined by signature workflow
status. A yellow banner will appear if action is required by a user. These forms will always be
listed first.

Signature workflow status is also easily determined by a form’s banner. Banners are clearly
marked by color and label.

® Form Rejected 4 3= Awaiting Your Signature i @ Draft 3 ~ Form Completed 3

My Forwms - REPEATING A WORKFLOW ‘

Some users may need to create the same workflows many times. For example, if an employee
frequently works overtime, that user might need an overtime form signed by the same
individuals on several different occasions. In that case, a user can Repeat a Workflow.

How T0 REPEAT A SIGNATURE W ORKFLOW

Select the vertical ellipses in the top right corner of a form in the My Forms dashboard. From
the dropdown menu, select ‘Repeat Workflow.’

My Forms & Al current Draft, Awaiting Signature, ., B thumbs ¥ icons

1form awaiting your signature
© Form Rejected i 2= Awaiting Your Signature H M
P = start Signutuy\m

= LI,' Add signature

=~ Q Preview Form

(@ Repect Workflow

i i Delete Form

* Original Document

Firma_DocForsignaturel.pdf ADG Mou v2.pdf Firma_I Q Form Info
Jana Do 01/25/2023 Emabos 02/03/2023 N
v Form Completed e v Form Completed <

I

Once a form is uploaded, ATLAS Firma will auto populat
Steps and Users.

e the repeated Signature Workflow

21






